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A FEW DAYS LATER...
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YOUR CREPENTIALS ARE
IMPRESSIVE, APIRA. WE'RE
EAGER TO HAVE YOU
PROTECT THE COMPANY AS
OUR VERY FIRST CHIEF
INFORMATION SECURITY
OFFICER.

EXPOITO WAS RUNNING A PORT SCAN IN STROBE
MODE SO AS TO NOT TRIGGER AM ALERT.
MEAMWHILE, SECLIRITY WAS DISTRACTED BY
FALSE ALARMS.

WELCOME TO
CONGLOMOCORFY!

JOSH WAS ON EDGE (AND THAT'S NO PLACE TO
BE). HE PIPN'T WANT TO SEEM FPANICKY ARCUMND
THE MEW BOSS, BUT HEY: HE WAS PANICKED

WE'VE GOT
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BUT ENPPOINT
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WOULDN'T MISS THAT.
IT's ON EVERYOMNE'S
LAPTOPS!
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TAMMY ISHN'T
STEALING AMNYTHING, SHE'S
WORKING ON A CLOUD
MIGRATION PROJECT.
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WE DON'T WANT TO BE
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IT HASN'T BEEN
THE SAME SINCE NO MORE

PHONE BOOTHS. BUT IT'S TIME

FOR CAPTAIN CYBER AND MY
ACRONYMS! SIEM, EDR, NTA,
UEBA, AND XPR!
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HE’S HOLDING
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KILLS A PROCESS
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= IT UP?

THIS WILL HOLD
HIM UNTIL YOUR
NEW SECURITY
PROGRAM IS IN
PLACE.
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THERE'S JOSE!
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SECURITY TOOLS
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MAYBE IF I
WRITE SOME SCRIPTS,
SET UP SOME NEW
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WILL WORK BETTER,
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HACKER AND WRITE
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k. Y OF TIME, I NEED
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NO MORE
" NOISE, COMPLEXITY,
TAB HOPPING, AND
OPERATIONAL
FRICTION,

EIVE ME
LIGHTWEIGHT,
CLOUD=-MATIVE

INFRASTRUCTURE

4 WITH SIMPLE SAAS

DEPLOYMENT.

GIVE ME DATA
INGESTED FROM
EVERYWHERE: LISER
ACTIVITY, LOGS, CLOUD,
ENDPOINTS, AND METWORK
TRAFFIC=INTO
COME PLACE.

AND
I WANT
INSIGHTS!

WHO HAS UNLIMITED
BUDGET AND STAFF?

. ; WHO CAN WAIT FOR
2 XDR? IT HAS TO :
= y BE NOW! =
GIVE ME INTERNAL <
AND EXTERNAL THREAT e —
INTELLIGENCE. T WANT =
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INTO ONE PICTURE! ' &
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ALSO, I'D LIKE
A MAGICAL POCKET IN MY
CAFE LIKE SUPERMAN HAS
HAD SINCE 1972! HE KEEPS HIS
CLOTHES FOLDED TINY
IN THERE.
EVEM HIS SHOES! IN

2006, HE HAD SHNACKS IM
THERE! £OME ON/
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i I HAVE RAPID7 INSIGHTIDR.

UNIFIER SIEM AND XDUR CAM TAKE YOU
DOWHMN FAST.

MOST SIEMS OUT THERE WERE NOT

BUILT TO SUPPORT DETECTION AND

RESPONSE FOR TODAY'S MODERMN
o ENVIRONMENTS. BUT INSIGHTIPR WAS.
F IT'S THE ONLY ONE THAT DELIVERS
REAL XDPR OUTCOMES: FASTER
INSIGHTS, COMPLETE ENVIRONMENT
COVERAGE, CURATED DETECTIONS,
AND AUTOMATION.,

N EVIL USED TO WANDPER ENVIRONMENTS
UNPETECTER FOR DAYS AND DAYS
WHILE SECURITY TEAMS SEARCHED
LOGS, AND DID CONVOLUTED QUERIES
AND DATA SPLUNKING.NO MORE!

NOW, TEAMS CAN ANTICIFATE AND
IPEMTIFY THREATS EARLY IN THE
ATTACK CHAIM. YOU AND YOUR KIND
ARE FINISHED, EXPLCITO!
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ILD-MANNERED e
CISOS THE . FOWHAT

- - 1S THIS?

THEY'LL WORK
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FOCUS ON WHAT MATTERS
MOST, EMPOWER THEIR
TEAMS, AND GET
THEIR LIVES BACK!
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MOST DO, BUT
INSIGHTIPR IS
CLOUD-NATIVE AND
SAAS-DELIVEREDR

WITH INSIGHTIDPR,
WE CONTROL OUR ENTIRE

ATTACK SURFACE — ENDPOINTS,

CLOUD, NETWOREK, USERS -
WITH LIMIGUE, EMBEPDED
THREAT INTELLIGEMCE
AND A LIBRARY OF
PETECTIOMNS.

CAN OUR SECURITY
TEAM HANDLE THIS
SOPHISTICATIONT

CIS05 IN CONTROL,
MAYBE I CAN HANG
LP MY CAPE.

I'VE ALWAYS
WANTED TO VOLUNTEER
IN A PANDA SANCTUARY,

UNDERMEATH IT ALL,
I'M A CUDPDPLER.

ABSOLUTELY.
1 IT'S INTUITIVE,
" '/ ACCESSIBLE, AND VETTED
. BY RAPIDT'S OWHM
MANAGED SECURITY
OFPERATIONS AROLIND
THE WORLD. THEY
LISE IT FIRST!

IF THAT EVIL WE WON'T
EXPLOITO GETS TO US, HEAR FROM
I'LL BE OM THE EVEMNING EXPLOITO

NEWS LOOKING AGAIN, SIE.

LIKE AN IPIOT.

]
JUST SAYING! IN FACT, WE'RE

READY TO TANGLE
WITH THE RUSSIAN GRU.
AND CRAZY STUFF LIKE
LOGASHELL, PONT GET ME
STARTED ON THAT, SIR.
SERIOUSLY.

i YOU'RE
GOING T JUST
LEAVE ME HERE,

AREN'T YOUT




MOST IMPORTANTLY,
WE'RE SECURE AND WE CAN
PROVE IT TO OUR EMPLOYEES,
OUR CUSTOMERS, AND OUR
SHAREHOLDERS, AND TO
AUDITORS THAT REQUIRE US
TO PROVE COMPLIANCE
WE'VE
OVERHAULED WHAT _
WE DISCOVERED TO ™ A\p pEPLOYED

AND OUR
BE INSECURE  \ew TOOLS THAT WILL SECOPS TEAM IS MORE
SYSTEMS it/ o CONGLOMOCORP CONFIDENT AND EFFICIENT.
CONFIDENTLY MEET ITS THEY CAN SLEEP AT NIGHT!
REVENUE, COMPLIANCE, AND AND WHEN THEY CAN
REPUTATION GOALS WITHOUT SLEEP AT NIGHT, YOU
WORRYING THAT WE'LL FALL FOLKS CAN.
VICTIM TO BAD GUYS.
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WELL, DONE!
CONGLOMOCORP IS
SAFER THAN EVER

BEFORE!

I COULDN'T HAVE

DONE IT WITHOUT MY
AMAZING TEAM AND OF
COURSE, RAPID7!




5 THINGS YOU NEED IN YOUR NEXT SIEM/XPR

CLOUD-BASEDR. THE FUTURE OF SIEM IS IN THE cLOUD;
A CLOUDR FOUNDATION WILL HELP -

& ACCELERATE DEFLOYMENT

® REGUIRE LESS MAINTEMAMCE AND OPS WORE FOR
THE TEAM

SCALE WITH YOUR ENVIROMMENT

MAKE IT EASIER TO COLLABORATE ACROSS YOUR
TEAM (NO MATTER WHERE IN THE WORLD THEY ARE)

PROVIPE THE COMPUTE POWER NECESSARY TO KEEP
UP WITH THE MODERN THREAT LANDPSCAPE AND
ATTACK SLURFACE

IF YOUR INTERMAL ENVIRONMENT IS COMPROMISED
AND YOUR SIEM IS ON-FPREM IT, TOO, CAN BE
SUBJECT TO ATTACK. HAVING AM "OUT OF BAND"
SIEM, MUCH LIKE AN ALTERMATE COMMLUNICATION
MECHANISM, CAN KEEFP YOUR SYSTEMS
OPERATIONAL

COMPLETE ENVIRONMENT COVERAGE (ACROSS UBA,
ENDPOINTS, CLOLUD, NETWORK. SECURITY DATA, AND THREAT
INTELLIGENCE), FOR ATTACK COVERAGE IN DEPTH, AND TO
AVOID CONTEXT SWITCHING AND ACCELERATE
INVESTIGATIONS

HIGH-FIDELITY OUT-OF-THE-BOX PETECTIONS THAT HELP
YOUR TEAM GET LIP AND RUNNING QUICKELY (NOT STUCK IM
THE WEEDPS OF RULE CONFIGURATION, OR RLUNMNING AROCUND
PEALING WITH FALSE POSITIVES)

CORRELATION AND ATTRIBUTION - THIS IS THE CONNECTIVE
TISSLUE THAT TIES EVERYTHING TOGETHER AND PROVIPES
THE CONTEXT AND INSIGHT THAT MAKE ALERTS ACTIONABLE

AUTOMATION-NECESSARY TO UNLOCK THE EFFICIENCY
REGUIRED FOR SUCCESSFLUL SECLRITY OPERATIONS, AND
EXTINGUISH THREATS QUICKLY BEFORE THEY BECOME AN
ISSUE
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